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JJ Overal sructure

I. Jenkins — Redmine €15 24|

— plugin =23} / gem version 3= =X
oot 2 HI2717| & S¢t 82 . Sl 2E 7red= RX[T RIS EHOf
(Redmine version 4.0.3 = 3.xx = downgrade ?7?)

II. Jenkins — Mantis ¥ 5 &4

— =3 | 40| 2tE A| GitHub or TestLink — Mantis CHA| 52 12
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1 Overall structure

I. Jenkins — Redmine €15 &%

— zapier webhook2 = off 4.

SonarQube Quality Gate

= Rename
sv_project

%3 Build History
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JJ Overal sructure

II. Jenkins — Mantis €5 24X
— TestLink — Mantis CHA| = Al TestLink — Redmine ¥=0| &7}
— X M E FI7t = MK

— O M| 2 testcase HX| O|E (21Xl DB 278 5= =4 &)
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02 Static Analyzer - SonarQube

QA A%
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02 Static Analyzer - SonarQube

> SonarQubel| E2 7|2 DBE mavenl| H2DBE AI8SIE=Z,

mavens X & X|s{{=LCF.

(B8 Al CHZ DBZE OfH| 7ts. €4 = &tg8H+ S5 A)
wget http://apache.mirror.cdnetworks.com/maven/maven-3/3.6.1/binaries/apache-maven-3.6.1-bin.tar.gz

tar -zxvE &l:&-:.’.":—rl'.&"."":f'.—-f- .6.1-bin.tar. I;'EI
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02 Static Analyzer - SonarQube

> SonarQube Z|4l HHM 2 CHREE S0 ¥== off XISt

T

bin directory L{F 2| linux directory & dlis OSO|| &= directoryd| =017t

sonarsh L= &M A|ZICE.

Community Edition 6.7.7

SonarSource Commercial Editions

| Ed are available directly via the SonarQube Marketplace. D«
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02 Static Analyzer - SonarQube

> SllE SonarQube?l| default port &= 90000|2 2,

server DNS F/0i| :9000 port H1l2& RS0 SonarQubed| FZ3tCt,

sonarqube Projectsy Issues  Rules  Quality Pro Quality Gates  Administration

yze some projects, they will show up here

Maintainability (& Code Smells)
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02 Static Analyzer - SonarQube

> Jenkins 2t ¥-535}7| 28l SonarQube Scanner Plugindt

Sonar scannerS A X|sHC},

Maven Integration

Downloaded Successfully. Will be activated during the next boot

SonarQube Scanner

Jenkins F{A|%}

2 sgick )

#E2! ZYo| g12H Jenkins THAIE,

ttps: binaries.sonarsource.com/Distribution/sonar-scanner-cli/sonar—scanne
unzip sonar—-scanner—-cli- 1492-1linux.zip
mv Jhome/JungMo/sonar-scanner-cli—-3.3.0.1492-1inux fopt/sonar-s :a:‘.:‘.e:l
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2 Static Analyzer - SonarQube

> SonarQube Token M =

SIS Tokendt SonarQube server =AE 0| 2510

[

’

Jenkins®|| SonarQube server S5l

Administrator

Name
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Enable injection of SonarQube server configuration as build
environment variables
; will be able to inject a Sonarlube server configuration

1 the ik,

Sonarqube

Server URL SonarQube AE{Z=4

Defaull is hitp:2flocalhost-=9000
Server authentication token

T T T

Delete SonarQube

Add SonarQube

List of SonarQube installations



02 Static Analyzer - SonarQube

» A X|3t Sonar ScannerZ Jenkins2t AT A|7] =L}

SonarQube Scanner

Sonarlube Scanner installations Add SonarQube Scanner

Sonarlube Scanner

Name Sonar scanner

SOMAR_RUNNER_HOME

fvarflib/jenkins/sonar-scanner-3.3.0.1492-linux

Install automatically

Add SonarQube Scanner

List of SonarQube Scanner installations on this system
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02 Static Analyzer - SonarQube

> SonarQubel} AS3}7] {2t Jenkins project®2 0| &S50

Add build step -

Execute SonarCiube Scanner
Execute Windows baftch command
Execute shell
Generate Redmine Metrics Report
Abort the build if it's stuck GitHub PR: set ‘pending’ status

Invake Ant

Add timestamps to the Console Cutput

Invoke Gradle script

= Invoke top-level Maven targets

Prepare SonarQube Scanner environment Run with timeout

Cr e n Set build status to "pending” on GitHub commit
WWith Ant

SonarScanner for MSBuild - Begin Analy

SonarScanner for MSBuild - End An:

8 Software verification Team 4 #3



2 Static Analyzer - SonarQube

Jenkins 2} JDK7} HEk|0] QU0{of gt

JDK to be d for this SonarQube

SonarQube0j|A] M dE project O| &1t i project2| keyZt

Workspace 0| £2| directory S E| Y2

# path to project binaries (optional), for example directory of Java bytecode
#sonar.binaries=binDir

# optional comma arated list of paths to lib . Only path to JAR file and path to directory of classes are supported.
#sonar.libra path/to/library jar,path/

# Uncomment this line to analyse a proj vhich is not a java project.
# The value c = property must be the key of the language.
onar.language=java

# Additional parameters
#sonar.my.prope

8 Software verification Team 4 #3



Static Analyzer - SonarQube

SonarQube Quality Gate

sv_project
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03 T

PMD(Program May Dependable)

> OJAE B H[O{QE I E block, 22 23} object g1 20|
defectE &+ = ]
> 0|2 HO|3t rulesets 7|HICE 22 2AMTICL

> JavaO| Al BEO| AFESEX[EE JavaScript, XML & CHE 10| & X[ R BIC,
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> AFE2S ruleset= AMEHSHO pmd—rule—set.xml &g

(Of2f= MMHSE xmIIt o] )

AAAMNAMAMAMAMAMAMAMAMAMA
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ref="category/java/bestpractices.
ref="category/java/bestpractices.
ref="category/java/bestpractices.
ref="category/java/bestpractices.
ref="category/java/bestpractices.
ref="category/java/bestpractices.
ref="category/java/bestpractices.
ref="category/java/codestyle.xml/FormalParameterNamingConventions" />
ref="category/java/codestyle.xml/ClassNamingConventions" />
ref="category/java/codestyle.xml/LocalVariableNamingConventions" />
ref="category/java/codestyle.xml/MethodNamingConventions" />
ref="cateaorv/iava/codestvle.xml/PackaceCase" />
ref="category/java/design.xml/SimplifyBooleanReturns" />
ref="category/java/design.xml/SimplifyConditional" />
ref="category/java/design.xml/SingularField" />

xml/AvoidStringBufferField" />
xml/AvoidUsingHardCodedIP" />
xml/CheckResultSet" />
xml/ConstantsInInterface" />
xml/DefaultLabelNotLastInSwitchStmt" />
xml/ForLoopCanBeForeach" />
xml/GuardLogStatement" />

18


https://github.com/jensgerdes/sonar-pmd/blob/master/docs/RULES.md

03 R

> SonarQube?l| Market PlaceO| A PMD pluging A5

—_—

O =7totid

I

Quiality Profiles tab Ol A| CreateE &3l ruleset2 22

New Profileg2 Bt=C},

Plugins

All Installed Updates Only Q, pmd X

|4, 1+l External Analysers m Suppeort SenarQube 7.6+ and PMD 6.10.0 s Homepage Issue Tracker
Provide PMD rules to analyse Java projects Installing this plugin will also install: SonarJava Licensed under GNU LGPL 3

New Profile

Name® = SoftwareVerification

Language® | Java 0] &2t0| Z0f|Af ~
ruleset= AFE3HAl 2501

EMD | B HY |pmd-rule-set.xml

Optional configuration file
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3 Static Analyzer - PMD

> Ch=1F 20| Quality Profile &=0]

PMD ruleset2

[ Tag

[] Repository

[ Default Severity
[ Status

[] Available Since
[ Template

Quality Profile
Drupal PHF (Built-in)

#H-2 PHP (Built-in)

Sonar way C# (Built-in)
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(=1 =2
=]

Avoid Catching Throwable Deprecated

Avoid Constants Interface

Avoid Decimal Literals In Big Decimal Constructor

Avoid Instanceof Checks In Catch Clause

Avoid Multiple Unary Operators

Avoid Protected Field In Final Class

Avoid Protected Method In Final Class Mot Extending

Awvoid StringBuffer field

2o SoftwareVerification ProfileO| import=!

Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

Deactivate

Deactivate

Deactivate

Deactivate

Deactivate

Deactivate

Deactivate

Deactivate




04 Static Analyzer — Checkstyle

checksty'e

W N L W W W L W AW LW LW LW LW W,

> AATE 0| N Chrsh QErARSHO] Chef & 4= QIch

> MEXSO| M=l Hof A

00t
fujo
=
U2t
1
£0
11

> D02 3l 52 ZE A2 EQS0| 20t A H
— errorg 27|0| &2 = AUS.

ex) AF28IX| %2 pointer= Null2 7|3} $tCt,
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04 Static Analyzer — Checkstyle

> PMDR} OpEHI7EX| 2 Market PlaceO| Al Checkstyle Pluging &0F & X|otCt,

A X| Al Rules Repositoryd| Checkstyle Java &=0| F7t=ICt

4.19 installed

Repository
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05 Static Analyzer - FindBugs

> ComplieZ! java byte codeE AO{A HAL
— &7} S, SHX| T build 20| B

I

(SonarQube% A= dilE option MER 7t5)

» 24 28/MaE & Aot ®O|Ct

—t

(static analysisO| A L 7t&3t false alarmO| EXHE = UF)
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05 Static Analyzer - FindBugs

> YAl FindBugsT™ Market Place%| A FindBugs Pluging &0t A X|StC},

A X| Al Rules Repositorydl Z+& FindBugs Java &=0| F7H=ICt

Repository

Sonarfnalyzer Java
PMD Java
Checkstyle lava
PMD Unit Tests lava
Common Java Java
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05 Static Analyzer - FindBugs

> Quality Profile Z0{ = Rules=0| =7}EILC},

Java, 6 profile(s) Rules Updated

Built-in
Built-in

Built-in

Java, 6 profile(s)

Built-in

+ FB-Contrib | Built-in

ty Minimal | Built-in
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17 summary

> Quality Profile ¥ 2= &EtO| CreateE =24 Profile2 TH=L}

New Profile
Name*

Language™

FindBugs |

| Create Cancel
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> A/d5t Profiles MEESH £ Change ProjectZ SonarQube projectE

—
oretot = QU4 et 0|2 0f| = Activate More 2 28510

Java, 7 profile(s)
FindBugs | Built-in

FindBugs + FE-Contrib | Built-in Rules Active  Inactive

FindBugs Security Audit | Built-in Total

FindBugs Security Minimal | Bupgin t Bugs

B Vulnerabilities

SoftwareVerification & Code Smells

Sonar way rules not included @
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0 summary
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